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Overview

The goal of the Game2Learn project is to create a game, specifically an MMORPG, to teach introductory computer science classes.  In particular, we hope to appeal to a broader spectrum of people, which will include more women and minorities, by using a more interesting teaching method.  Games are becoming increasingly popular and are an excellent medium for education.  We already use games to teach our children about math, typing, reading, and science.  Why shouldn’t we, as adult college students, continue to have fun while we are learning through game? 

For Fall 2005, the project’s focus was on plot design and determining what engines to use.  Spring 2005 was used to make a prototype of our game.  We have made quite a bit of headway on the prototype and it promises to be done by January.  It consists of a main terrain, several levels that you can teleport to, and many template and modified script files.  This prototype is wrapped around an assignment that Dr. Michael Wick has been giving to his introductory classes.  More about the assignment will be described in section 2.1.  
1.  Deciding What to Use

This section of the paper describes the research that went into determining which graphics or game engine to use.  Each member of the Game2Learn team was given at least two engines to look into at first.  I chose OGRE3D and PANDA3D.  Afterwards, Dr. Barnes wanted to try to use the Game Gardens toolset.  For reasons described below, we finally settled on using 3D Game Studio for our prototype game.  
1.1  OGRE3D

OGRE3D is an open source graphics engine with a lot of good features.  It does not include features regarding sound, networking, AI, collision, or physics of any sort.  They do include a very detailed API that allows you to choose other libraries to use with the graphics engine itself.  As well, several people have created other frameworks for it to use.  OGRE3D’s best asset is probably it’s consistency and excellent documentation.  The manual can be found at http://www.ogre3d.org/docs/manual/ and it is very organized.  As well, because it does not have networking, AI, collision and similar libraries tied to it already, it is very flexible for use in creating a variety of games.  OGRE3D works with Mac OSX, Windows, and Linux with support for Direct3D and OpenGL.  This means you can use either gcc or Microsoft’s Visual C++ (6.0, Net 2002, and Net 2003) to build your game.   They use a flexible plugin architecture that allows OGRE3D’s engine to be extended with out recompiling.  

 Their other features relate to material/shader support, meshes, scene features, special effects.  More about these can be found at:  http://www.ogre3d.org/index.php?option=com_content&task=view&id=13&Itemid=62.

While I really liked this engine for the reasons above, our goal was to create a prototype quickly so that we could test out how we were doing for at least one assignment in an introductory computer science class.  I did not feel that OGRE3D would be our best option for the time frame with which we were working.  

1.2  PANDA3D   


Unlike OGRE3D, PANDA3D is not merely a graphics engine.  In addition to its graphics engine, it also has some game development libraries.  These libraries are written in C++ along with Python bindings.  This means most of the game development consists of writing short Python programs.  PANDA3D also has very good documentation, possibly more extensive than OGRE3D’s with lots of examples.  This can be found at http://panda3d.org/subnav.php?cat=Documentation.  PANDA3D has also already successfully been used to create a MMORPG, Disney’s Toontown Online.  It definitely lends itself to fast development as can be demonstrated by the games created in Randy Pausch’s Building Virtual Worlds course at Carnegie Mellon University’s Entertainment Technology Center.  More on these and other projects using PANDA3D can be found at http://panda3d.org/projects.php.  PANDA3D is also cross platform, working on Windows and Linux.  Sound effects, music, input, timers, font rendering, windowing, scripting, GUI, OpenGL, networking, math, and 3d math are all supported by PANDA3D itself. 

I decided to recommend that we use PANDA3D because it would be fast to put a prototype together.  Also, UNC-Charlotte’s computer science department started using Python as an introductory language, so it would be easy to create programs that actually affect the game environment.    

We decided against PANDA3D mostly because we began looking into other possibilities.  Mostly, by the time we were more sure of settling, some of the people in the Game2Learn group were already familiar with 3d Game Studio.  PANDA3D is still a good option for future projects.  

1.3  Game Gardens


The other engines we looked into were all three dimensional and we were interested in the possibility of using a two dimensional that you can interact with as if it were three dimensional as in ChronoTrigger or Secret of Mana.  This would have been beneficial since we are definitely computer scientists and only a few of us are artistically talented.  


Dr. Barnes found a possibility through a game she plays called Puzzle Pirates.  Their game works with a toolset that is freely available at www.gamegardens.com.  Puzzle Pirates has a lot of puzzles where people work cooperatively on separate tasks for a common goal, which is definitely a task we want to be able to accomplish in our MMORPG in the future.  Unfortunately, the only part of the game that the Game Gardens engine supports are the actual puzzles themselves rather than the world in which you walk and talk to other people.  Also, it is extremely poorly documented.  

Everyone agreed that using Game Gardens was possible, especially if we could talk the Puzzle Pirates creators into allowing us to use their code for the world itself.  However, we were discouraged by the poor documentation.  Once we had everyone set up to use Ant and Eclipse properly and figured out how to compile and run their sample games, it became obvious we did not have the patience to work with their toolset.
1.4  3D Game Studio


We finally decided that 3D Game Studio would be our best option.  Alex and Casey had already worked with it for the Game Design class and there were a lot of very good tutorials to learn how to use it.  The world editor, WED is very easy to create a level very quickly once you know how to use the tools.  The script files that come with 3d Game Studio appeared to be very useful for our purposes and with their script editor SED, it seemed we would have no problem adding other functions and actions.  


I spent about a month familiarizing myself with WED and SED using a few tutorials that were available for download.  Many problems I had were easy to solve with references to the forums at http://www.coniserver.net/ubbthreads/ubbthreads.php and by referencing the manual.  At the time, I believe this was definitely our best bet for the prototype, though next semester the Game2Learn group will start using Unreal Tournament’s engine for more flexibility and hopefully to make some tasks simpler.
2.  Designing a Plot


A lot of the semester was spent brainstorming a plot that would work well with a specific assignment we wanted to give to students.  This section of the paper will describe the assignment itself and the plot we developed to wrapped around it.
2.1   Dr. Wick’s Assignment

Dr. Wick is a colleague of Dr. Barnes and he has helped us by providing an interesting assignment that is easy to use in our game.  The following is the write up he gave us for an assignment he gives to his CS 245 class:  

Steganography

Problem Statement

Steganography (from Greek steganos, or "covered," and graphie, or "writing") is the hiding of a secret message within an ordinary message and the extraction of it at its destination.  One particularly exciting area of research in steganography involves the hiding of a textual message in an image.  Recall that even a modestly sized image contains thousands of bits of information.  For example, an 800 x 600 grayscale image (using 8 bits for each grayscale value) holds 3 million bits of information.  Even if we use only 1 bit of each grayscale value for a secret message, that still means that the image contains enough room to hold a message of 480,000 bits or 60,000 ASCII characters!

For this assignment, you are to write a program that is capable of hiding the contents of an ASCII text file in a bitmap image.  As part of this assignment, you will write two main programs.  The first will take in a text file together with a bitmap image file and creates a new bitmap image file containing the hidden text message.  The second program will take a bitmap image (with a hidden message) and extract (and display) the hidden message.

To be able to complete this assignment, you must understand a few things about how a bitmap image is stored.  First, it is important to understand that a bitmap image is a full color image, not necessarily a grayscale image.  While we all understand that a grayscale image is stored as a matrix of 8-bit values (0 to 255).  In a color image, a similar concept exists, except that each pixel location in the image has three 8-bit values – one for the blue component, one for the red component, and one for the green component.  This means that a color image actually requires three bytes to represent the color of each pixel in the image.  Second, a bitmap image contains several pieces of information beyond the image itself.  For example, it contains a header that indicates that the file is a bitmap file (as opposed to a PNG or GIF file).  It also contains information on the height and width of the image itself.  Overall, the format of a bitmap image is as follows (I have simplified this format so that it is only correct for uncompressed, 24-bit, true color bitmap images).
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The header contains the following information:

type (2 bytes)

size (4 bytes)

reserved (4 bytes)

offset (4 bytes)

The info header contains the following information:

biSize (4 bytes)

biWidth (4 bytes)

biHeight (4 bytes)

biplanes (2 bytes)

biBitCount (2 bytes)

biCompression (4 bytes)

biSizeImage (4 bytes)

biXPelsPerMeter (4 bytes)

biYPelsPerMeter (4 bytes)

biClrUsed (4 bytes)

biClrImportant (4 bytes)
For our purpose, only some of these values are significant.  First, the type bytes of the header must be filled with the ASCII codes for ‘BM’.  This designates the file as a bitmap file.  Second, the biWidth and biHeight bytes give the width and height of the bitmap (in pixels) respectively.  Third, the biCompression bytes must all be set to zero.  This designates that the bitmap is NOT compressed.  Assuming that the bitmap is a 24-bit, true color image, the palette is not used (no bytes).  That means that after the 54 bytes associated with the header and info header fields, the remaining image data bytes in the file contain the 8-bit RGB values for each pixel in the image.

Design Constraint

Your source code must adhere to the Style Guidelines posted on the course website.

Your solution must encode the text message using only the least significant bits of the image pixels.

Your solution must follow the class design contained in the attached Steg.jar file.

Your system is required to use the “.BMP” format for all images (both originals and hidden message images).

Submission Requirements

You are to turn in a listing of your program's source code along with a specific test run posted prior to the submission date.

He has also provided us with a template for the code itself and his own solution.  By using his code, we can create pictures with embedded hidden text messages to use in the game.  Then, by using the decrypter, we can pull the text messages out of these images.


His solution has two main classes.  The first is StegMain.  StegMain requests the names of the image to encrypt, the message to hide in the image, and a file in which to place the new image that is output.  Then StegMain calls an Encrypter class, which turns the text message to be hidden, into a string.  Encrypter contains both the encrypt and decrypt functions.  It takes the message and an encryption key as parameters.  BitSerializer is then called, changing the string into binary.  Back in StegMain, after we have the binary version of our message, a function called steganizeImage takes this result and embeds it into the original bitmap file.  The other main file is StegExtractor which is used for extracting the hidden message from the new bitmap file.  It works in the same way as StegMain except following the steps backwards.  You can find the code, both template and solution, in the Appendix.

2.2  Making the Assignment Interesting

While the assignment above is more interesting than most of the assignments I received as an undergraduate in introductory classes, it can be made still more appealing by adding a continuing plot line.  After a lot of brainstorming, we took some inspiration from Dan Brown’s Da Vinci Code.  Brown gives you a mystery or puzzle and keeps you interested in solving it by giving the main character clues that keep him moving and the reader turning pages.  We figured, if we had a good mystery to solve and created the assignments as ways of getting clues for solving the mystery, we would keep students wanting to learn more and continue playing.  

Our plot has been revised many times along the way and for Spring 2006 will be making a drastic change adding more fantasy elements.  However, the plot for the prototype has each player as a student in UNC-Charlotte’s computer science department.  As a student, you have a dorm room where you can do some of your work, but you prefer to spend most of your time working in a nearby cyber café.  While working there, you learn your favorite digital artist, Xern has been kidnapped.  The only lead the police have is that somehow Xern is still uploading his artwork to the underwater community art museum.   Perhaps there is something in the artwork that can tell you about where Xern is being held.  So, you create a program to look for messages in his art and take this program on your PDA down to the art museum to check out the images.  The program will be the steganography assignment as described above.  They in fact give you clues to his whereabouts at a mansion.  Further plot involves future assignments and discovering he is not at the mansion after all, but that he’s been moved and you must find other clues to help him.  
3.  Creation of the Art Museum


One of the major parts of the prototype that I worked on was the creation of the art museum.  This section of the paper will deal with what went into its creation in the world editor and script editor.  

3.1  What Was Done in WED


Building the structures for the art museum mostly consisted of shaping blocks appropriately and joining them in just the right places.  The pillars in the center room are from the prefabs provided along with 3D Game Studio.  The only trouble I had with them was trying to scale them in such a way that would not create warnings that slowed down building the level.  If they were shrunk any more than their current size, the warning you get is “Invalid blocks detected—recompiling with HiPrecision.”  I have found that if you can create objects in your level and be sure to build after the addition of every new object, you can address these issues with a lot more ease since you will know which object it is complaining about.  The level will build and run just fine with this warning, however, it will build and run must faster without them.  As a result, the load time between levels when you combine them will be much shorter.  

Once I had the main room fixed up with columns and blocks for digital images to be uploaded to, I worked on the surrounding room or hallway.  Again, the process mostly consisted of adding blocks, resizing them, and placing them correctly.  However, the two steps that may be elaborated on are the glass walls and elevator.  The glass walls had to be created outside of the level and built as a map entity.  This is so that a script file could be added to them so I could control their alpha level, or transparency.  Any time you want to add a script file to an object it must be a map entity.  To get the walls sized correctly, I first used a regular block and resized it to where it should be.  Then I copied it and pasted it into a new file.  I compiled it as a map entity, saved it, and loaded it back into my art museum level, replacing the place holding block.  Once this one done, I added the script file fxa01.wdl to the level and attached the action FXA_Transparent setting the alpha level to 60.  
As for the elevator, I merely took a primitive 8-sided cylinder, cut a hole in it using another primitive 8 sided cylinder.  Then I cut a entrance out of it using a rectangular shaped block.  To allow the floor to rise, I cut a block out of it, and created it has a map entity in another level using the process described above.  Then I added lift01.wdl to my script files for the level and gave the elevator floor the action Lift01_Basic.  I then just changed the ending Z direction to be 90.  
With the main building parts layed out now, I could play with lighting for my level.  I tried to use a variety of colors for the lights in the main display room.  I stuck with darker colors like dark pinks, blue, purple and green to go with the underwater theme.  The placement of the lights I just had to play with until they looked right.  I was trying to make the reflections work with the marble walls and create a neat pattern on the ceiling.  

Now all there is left to describe is my sea creatures.  I borrowed most of the models for the fish and sea turtle from other example games.  I borrowed a script file, move.wdl, to get them swimming from Dr. Barnes.  She added a swim_fish function to this file and an action called swim_patrol_path.  I had to alter the file quite a bit to get it to work with the A6 script files rather than the A5 files.   However, after fixing that, I just added paths for my fish and gave them the swim_patrol_path action and they swim.  The only real improvement to be made here would be to get the fish swimming in the Z direction too.  Currently, they will only swim in the X and Y directions.  
3.2  What Was Done in SED


For this level, not too much was done in the script editor.  I wrote a script to reveal an image when a laser from your PDA scans one of the other digital images in the art museum.  The following is the entire script file:
ifndef art_wdl;

define art_wdl;

var digital_pic;

function reveal_decoded_art()

{


my.invisible = off;

}

action  trigger_reveal

{


my.enable_shoot = on;


my.EVENT = reveal_decoded_art;

}

endif;

It merely takes one of the hidden images and changes them from invisible to visible when you shoot your laser at it.  “my”  is the object you are shooting at, in this case one of the invisible images (which are right in front of the visible images so it looks like you are shooting the originals).  You enable “my” to be shot at with enable_shoot and once this occurs you tell it to perform an EVENT called “reveal_decoded_art”.    This function just changes the flag of “my” to visible rather than invisible.  In section 5.2, I will talk about how I expanded this file to allow the Java code written by the student to be used to reveal hidden images rather than just having a fake way to perform steganography.
4.  Tying Things Together


In order to connect all the levels that the Game2Learn members worked on, I had to edit the levels00.wdl template file.  We tried to use it as is by creating a map entity called a teleport cube. Each level contains two teleport cubes, one representing an entrance to the level and the other representing an exit into another level.  When the original template file was loading the new level, it cut off the .wmb extension for the previous level.  This meant that when you try to go back to the other level, it will not allow it.  There was a quick fix for this which I will describe.  Below is the code that I altered.  
Original code:

…
function Levels00_Load(level_num)

{


if((level_num <1)||(level_num>9)) { return(-1); }


if(level_num < 2) // 1


{



// Load level 1

diag("\n=====\nLoad Level 1\n");

diag(level_str);



// restore if already visited



if(levels00_states[0] > 0)



{




game_load(levels00_1_str, levels00_states[0]);



}

…

Alteration:

…

function Levels00_Load(level_num)

{


if((level_num <1)||(level_num>9)) { return(-1); }


if(level_num < 2) // 1


{



// Load level 1

diag("\n=====\nLoad Level 1\n");

diag(level_str);



// restore if already visited



if(levels00_states[0] > 0)



{




game_load("TERRAI~1.WMB",levels00_states[0]);



}
…
So, while it took a lot of effort to figure out why it was doing something wrong, all I had to do to fix it was for each level, add the actual name, in this case “TERRAI~1.WMB”  rather than the string representing it.  This code is from the Levels00_Load function.  The same thing had to be fixed in Levels00_Save_State.  On thinking back, this could also be fixed using the str_cat function and merely concatenating the .wmb onto the level string.  

5.  Getting Steganography to Actually Work


So, we now had a game world to play in, but we needed students to be able to write code and allow it to alter the game state.  This section of the paper will describe how I attempted to get this working using either a DLL or a script file.  

5.1  Problems with the DLL


I researched how to create a DLL file for 3D Game Studio and found a brief tutorial slightly helpful.  It came with the SDK Plugins download file from Conitec’s download page.  You can find the relevant pages on getting started writing DLLs for 3D Game Studio in Appendix B.  These will be taken word for word from the help files I downloaded at http://www.3dgamestudio.com/. 

In order to use a DLL file, you must bind it to the A6 engine by including adll.h and adding a line of code which directly binds it.  This is described in the appendix.  I wrote a DLL in C++ that would take the output created by a student’s solution to the output from Dr. Wick’s solution.  If the output matches up, a function tells the game that it is ok to allow the messages to be extracted now.  


The function worked as a regular C++ project that was not bound to the A6 engine.  However, when I tried to make a DLL out of it, the compiler no longer recognized “string” or “fstream” as types.  It turns out that in the included files the A6 engine is redefining strings and file manipulation functions.  I could not find a way to allow for using the C++ functions, so I decided to just write a script file.  There was no sense in writing a separate DLL if I had to use the 3D Game Studio API anyway.  


My only real disappointment in this is that I am no longer sure how to write a program that will make a system call to a compiler from the game.  I was hoping to be able to do this so that when a student uses a computer in the game, they can open up other programs outside of the game and thus write code while still playing.  

5.2  Script File


The script file is essentially the same as the DLL only I have substituted the API functions rather than using C++ functions.  As well, I have added a means for text to appear on the screen once an image is shot at rather than an image appearing.  However, that particular part is not working at the moment.  Dr. Barnes was going to look into how to fix it and perhaps I will fix it in my spare time over Christmas break.  The following is the script file:

ifndef decode_wdl;

define decode_wdl;

var digital_pic;

font standard_font = "Arial", 1, 14;

text can_decode

{

  layer = 1;

  pos_x = 10;

  pos_y = 10;

  font = standard_font;

  alpha = 0;

  string = "you can now decode images with your laser";

  //flags = visible;

} 

text decoded1

{

  pos_x = 10;

  pos_y = 10;

  font = standard_font;

  alpha = 0;

  string = "Xern hates you";

  //flags = visible;

} 


//be sure to change the directory to the appropriate

   //files to compare

   string testOutputDirectory = "help.txt";

   string actualOutputDirectory = "help2.txt";

   string testOutput = "";

   string actualOutput = "";

   string line1;

   string line2;

   string result1;

   var fhandle;

   var fhandle2;

function compareOutput()

{

        fhandle = file_open_game(testOutputDirectory);

           //while (! myFile.eof() )

           //{

        file_str_read(fhandle, line1);

        str_cat(testOutput, line1);

           //}

        file_close(fhandle);

        fhandle2 = file_open_game(actualOutputDirectory);

           //while (! myFile2.eof() )

           //{

        file_str_read(fhandle2, line2);

        str_cat(actualOutput, line2);

           //}

        file_close(fhandle2);

        if (str_cmp(testOutput, actualOutput))

        {





str_cpy(result1, "true");





can_decode.alpha = 100;





wait(10);





can_decode.alpha = 0;

        }

}

//function reveal_decoded_art()

//{

//
wait(3);

//
my.invisible = off;

//}

//function reveal_hidden_text()

//{

//
wait(3);

//
decoded1.alpha = 0;

//}

action trigger_reveal

{


compareOutput();


if((str_cmp(result1,"true")) == 1)


{



my.enable_shoot = on;



//if you want to reveal a picture instead of read out



//text uncomment this and comment out the text output



//my.EVENT = reveal_decoded_art();



//display the hidden text message to the screen



//my.EVENT = reveal_hidden_text();



decoded1.alpha = 100;


}

}

endif;
This is its most current form.  compareOuput() is the part that opens the two output files to compare them.  Then it should tell the player whether they can decode messages or not.  Once this function returns “true”  we can enable “my” to be shot at again and an EVENT to take place called “reveal_hidden_text().  Or if I can get the alpha levels to actually change we can just make the alpha level greater so we can see the text on the screen.  Right now neither method works since I could not get text to appear and disappear using either the alpha level of the visible/invisible flags.  Hopefully this will be working by January.  

6.  Other Work


In this section of the paper I will describe other work I have done for the project which has not involved creating the game itself.  

6.1  Demos


As part of the project, I have promoted our idea by demonstrating what we have had at various stages of development to groups of high school students.  The high school students seemed impressed with the idea and thought it was much more appealing than the normal sitting in class and taking notes format of learning.  I was also present to answer questions when some military men came by to see what we were working on in the Future Computing Lab.  

6.2 Undergraduate Research Symposium


I attended the Undegraduate Research Symposium hosted by North Carolina State University and described an overview of our project, why we want to create an educational game for college level courses, and what work I have done specifically.  I also showed off our game world and the fake steganography assignment as it currently stands.  Most people that stopped by found it to be a good idea and the only negative comment I received was, “Why didn’t you guys use a real engine?”  He was satisfied with the answer I gave him, which is covered in section 1.  He did recommend we switch over to a “real” engine before the finished product, in particular Unreal Tournament or Halflife.  
Appendix A: Dr. Wick’s Template and Solution


I did not include all of the files in the template for Dr. Wick’s assignment as they are exactly the same as they are in his solution.  I merely included those that left some functions for the students as exercises.  
Template for Students to Use:

package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This exception occurs if any type of IO problem happens during staganography.

 */

public class SteganographicalImageIOException


extends SteganographicalException {


public SteganographicalImageIOException() {



super();


}


public SteganographicalImageIOException(String msg) {



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.*;

/**

 * @author wickmr

 *

 * This is the class that encodes the content of a text file into a BMP file.

 */

public class Steganographer {


private BitSerializer bitSerializer; // Used to change text/numbers to bit sequences.


private final static char[] IMAGE_CODE = {'B','M'}; // Type field for BMP files.


private final static int HEADER_SIZE = 14;  // Bytes


private final static int INFO_HEADER_SIZE = 40; // Bytes


private final static int COMPRESSION_CODE_SIZE = 4; // Bytes


private final static int COMPRESSION_OFFSET = 16; // Bytes


private final static int LENGTH_HEADER_SIZE = 32; // Bytes


private final static int ENCRYPTION_KEY = 5; // Arbitrary


private FileInputStream original; // The original BMP image file.


private FileOutputStream stega; // The resulting BMP image file with the encoded text message.


/**


 * Constructor.  Takes the original bmp file, the desired steg file and the text file.


 * @param bmpFile - original BMP file.


 * @param stegFile - where to store the resulting encoded BMP file.


 * @param textFile - the text file that contains the message to embed in the BMP file.


 * @throws SteganographicalException


 */


public Steganographer(File bmpFile, File stegFile, File textFile) throws SteganographicalException{



// Left as an exercise


}


/**


 * Reads the contents of the text file into a string and returns that string.


 * @param textFile - contains the message to encode


 * @return String


 * @throws SteganographicalException


 */


private String loadMessage(File textFile) throws SteganographicalException{



// Left as an exercise


}


/**


 * This method performs the actual steganography on the original BMP file.


 * @throws SteganographicalException


 */


public void steganizeImage() throws SteganographicalException {



// Left as an exercise


}


/**


 * This method copies the header section of the original BMP file to the 


 * steg file.


 * @throws SteganographicalException


 */


private void copyHeader() throws SteganographicalException {



// Left as an exercise


}


/**


 * This method copies the info header section of the original file to the


 * steg file.


 * @throws SteganographicalException


 */


private void copyInfoHeader() throws SteganographicalException{



// Left as an exercise


}


/**


 * This method copies the image section of the original file to the steg file.


 * It embeds the encrypted message into the steg file as well.


 * @throws SteganographicalException


 */


private void stegCopyImage() throws SteganographicalException {



// Left as an exercise


}


/**


 * This method truncates the least significant bit of an 8-bit byte.


 * @param b - the original byte


 * @return int


 */


private int truncateLSB(int b){



// Left as an exercise


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This class provides the encryption/decryption algorithm required by the 

 * steganography process.

 */

public class Encrypter {


private static final int BYTE_SIZE = 8; // 8 bits per byte


private int key; // How many bits to rotate each character ASCII code.


/**


 * Builds an encrypter that will rotate each character ASCII code by the given


 * number of bits.


 * @param key


 */


public Encrypter(int key) {



// Left as an exercise


}


/**


 * This method encrypts the given input string by rotating each ASCII character


 * code by the secret key number of bits.


 * @param input


 * @return String


 * @throws EncryptionException


 */


public String encrypt(String input) throws EncryptionException{



// Left as an exercise


}


/**


 * This method decrypts the given input string by unrotating each ASCII character


 * code by the secret key number of bits.


 * @param input


 * @return String


 * @throws EncryptionException


 */


public String decrypt(String input) throws EncryptionException {



// Left as an exercise


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.*;

/**

 * @author wickmr

 *

 * This class serves to reverse the steganography process.  It takes a steg file as

 * input and extracts the embedded (encrypted) string from the file.

 */

public class StegExtracter {


private FileInputStream stegInput; // The steg file


private final static int BYTE_SIZE = 8; // Bits


private final static int HEADER_SIZE = 14;  // Bytes


private final static int INFO_HEADER_SIZE = 40; // Bytes


private final static int COMPRESSION_CODE_SIZE = 4; // Bytes


private final static int COMPRESSION_OFFSET = 16; // Bytes


private final static int LENGTH_HEADER_SIZE = 32; // Bytes


private final static int ENCRYPTION_KEY = 5; //


/**


 * Constructor.  Takes the steg file as input.


 * @param stegFile


 */


public StegExtracter(File stegFile) throws SteganographicalImageIOException{



// Left as an exercise


}


/**


 * This methods reads enough information to skip the header section of the 


 * steg file.


 */


private void skipHeader() throws SteganographicalImageIOException{



// Left as an exercise


}


/**


 * This method reads enough information to skip the info header section of the 


 * steg file.


 */


private void skipInfoHeader() throws SteganographicalImageIOException{



// Left as an exercise


}


/**


 * This message returns the number of bytes in the embedded message.


 * @return int


 */


private int extractMessageLength() throws SteganographicalImageIOException{



// Left as an exercise


}


/**


 * This method returns the message embedded in the steg file.  The message is


 * returned decrypted.


 * @return String


 */


public String extractMessage() throws SteganographicalException{



// Left as an exercise


}

}
Solution:

package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.*;

/**

 * @author wickmr

 *

 * This class serializes a string or int into the sequence of bits in its

 * internal representation.  Each character is a string is converted to its

 * ASCII code.  Each int is converted to the 32-bit (unsigned) integer representation.

 */

public class BitSerializer {


private static final int BYTE_SIZE = 8; //  8 bits per byte


private final static int INT_SIZE = 32; // 32 bits per int


private byte[] textBytes; // Holds the bytes of the text message


private int currentByte;  // Holds the index of the current byte in textBytes


private int currentBit;   // Holds the index of the current bit in the current byte


/**


 * Constructor.  Takes the string to serialize as input.


 * @param text


 * @throws SerializationException


 */


public BitSerializer(String text) throws SerializationException {



this.textBytes = null;



try {




textBytes = text.getBytes("ASCII");



}



catch (UnsupportedEncodingException e){




System.out.println("Exception in BitSerial");




throw new SerializationException();



}



currentByte = -1;



currentBit = BYTE_SIZE;


}


/**


 * Constructor.  Takes the int to serialize as input.


 * @param value - the integer you want to serialize


 */


public BitSerializer(int value){



// ONLY HANDLES value's of 4 bytes





this.textBytes = new byte[INT_SIZE / BYTE_SIZE];



for(int i = textBytes.length - 1; i >= 0; i--){




textBytes[i] = (byte)(value % (int)(Math.pow(2, BYTE_SIZE)));




value = value >> BYTE_SIZE;



}



currentByte = -1;



currentBit = BYTE_SIZE;


}


/**


 * Returns the number of bits in the serialized sequence.


 * @return int


 */


public int countBits() {



return ( textBytes.length * BYTE_SIZE );


}


/**


 * Returns true if the serialized sequence has more bits remaining.


 * @return boolean


 */


public boolean hasMoreBits(){



return ( !( (currentByte == textBytes.length - 1) &&



             (currentBit == BYTE_SIZE) ) );


}


/**


 * Returns the next bit in the sequence.  The value returned is either


 * a zero or a one.


 * @return int


 * @throws NoSuchBitException


 */


public int nextBit() throws NoSuchBitException {



int result = 0;



if ( currentBit == BYTE_SIZE ){




currentBit = 0;




currentByte++;



}



if (!hasMoreBits() ){




throw new NoSuchBitException();



}



result = Math.abs((textBytes[currentByte] >> (BYTE_SIZE - 1 - currentBit)) % 2);



currentBit++;



return (result);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This file is used to indicate that the bitmap file is not of the correct form

 * or that it cannot be accessed by the Steganographical system.

 */

public class CorruptedFileFormatException extends SteganographicalException {


public CorruptedFileFormatException() {



super();


}


public CorruptedFileFormatException(String msg) {



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 *

 * This exception indicates that something went wrong during the encryption process.

 */

public class EncryptionException extends SteganographicalException {


public EncryptionException() {



super();


}


public EncryptionException(String msg) {



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This exception is thrown when a client attempts to access a bit from

 * a serialization after all bits have already been returned.

 */

public class NoSuchBitException extends SteganographicalException {


public NoSuchBitException() {



super();


}


public NoSuchBitException(String msg) {



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.File;

/**

 * @author wickmr

 *

 * This exception is thrown if something goes wrong during the serialization of

 * a string or an int.

 */

public class SerializationException extends SteganographicalException {


public SerializationException() {



super();


}


public SerializationException(String msg){



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.*;

/**

 * @author wickmr

 *

 * This exception represents a general area that might occur during the 

 * embedding of a text message into a BMP file.

 */

public class SteganographicalException extends Exception {


public SteganographicalException() {



super();


}


public SteganographicalException(String msg) {



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.*;

/**

 * @author wickmr

 *

 * This class serves to reverse the steganography process.  It takes a steg file as

 * input and extracts the embedded (encrypted) string from the file.

 */

public class StegExtracter {


private FileInputStream stegInput; // The steg file


private final static int BYTE_SIZE = 8; // Bits


private final static int HEADER_SIZE = 14;  // Bytes


private final static int INFO_HEADER_SIZE = 40; // Bytes


private final static int COMPRESSION_CODE_SIZE = 4; // Bytes


private final static int COMPRESSION_OFFSET = 16; // Bytes


private final static int LENGTH_HEADER_SIZE = 32; // Bytes


private final static int ENCRYPTION_KEY = 5; //


/**


 * Constructor.  Takes the steg file as input.


 * @param stegFile


 */


public StegExtracter(File stegFile) throws SteganographicalImageIOException{



try {




this.stegInput = new FileInputStream(stegFile);



}



catch (Exception e){




System.out.println("IN STEGEXTRACTOR: " + e.getMessage() );




throw new SteganographicalImageIOException();



}


}


/**


 * This methods reads enough information to skip the header section of the 


 * steg file.


 */


private void skipHeader() throws SteganographicalImageIOException{



for(int i = 0; i < HEADER_SIZE; i++){




try {





stegInput.read();




}




catch (Exception e){





System.out.println("skip header:" + e );





throw new SteganographicalImageIOException();




}



}


}


/**


 * This method reads enough information to skip the info header section of the 


 * steg file.


 */


private void skipInfoHeader() throws SteganographicalImageIOException{



for(int i = 0; i < INFO_HEADER_SIZE; i++){




try {





stegInput.read();




}




catch (Exception e){





System.out.println("skip info header:" + e );





throw new SteganographicalImageIOException();




}



}


}


/**


 * This message returns the number of bytes in the embedded message.


 * @return int


 */


private int extractMessageLength() throws SteganographicalImageIOException{



String buffer = null;



try {




buffer = new String();




int b = 0;




for(long i = 0; i < LENGTH_HEADER_SIZE; i++){





buffer = buffer + ( stegInput.read() % 2 );




}



}



catch (Exception e){




System.out.println("extract len:" + e);




throw new SteganographicalImageIOException();



}



return ( Integer.valueOf(buffer, 2).intValue() );


}


/**


 * This method returns the message embedded in the steg file.  The message is


 * returned decrypted.


 * @return String


 */


public String extractMessage() throws SteganographicalException{



String result = null;



String buffer = new String();



String message = new String();



Encrypter decrypter = new Encrypter(ENCRYPTION_KEY);



try {




skipHeader();




skipInfoHeader();




long len = extractMessageLength();




for(long i = 0; i < len; i++){





buffer = buffer + (stegInput.read() % 2 );




}




for(int i = 0; i < buffer.length(); i = i + BYTE_SIZE){





message = message + (char)(Integer.parseInt( buffer.substring(i,i+BYTE_SIZE), 2));




}




stegInput.close();




result = decrypter.decrypt(message);



}



catch (IOException e ){




System.out.println("IO Exception");




throw new SteganographicalImageIOException();



}



catch (EncryptionException e){




System.out.println("Encryption exception.");




throw new SteganographicalException();



}



return ( result );


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.IOException;

/**

 * @author wickmr

 *

 * This exception is thrown when the file given as a BMP file is in fact not 

 * a BMP file.

 */

public class UnknownFileFormatException extends SteganographicalException {


public UnknownFileFormatException() {



super();


}


public UnknownFileFormatException(String arg0) {



super(arg0);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This exception is used to indicate that the client has attempted to use the 

 * Steganographical system on a compressed bitmap file.

 */

public class CompressedFileFormatException extends SteganographicalException {


public CompressedFileFormatException(){



super();


}


public CompressedFileFormatException(String msg){



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This class provides the encryption/decryption algorithm required by the 

 * steganography process.

 */

public class Encrypter {


private static final int BYTE_SIZE = 8; // 8 bits per byte


private int key; // How many bits to rotate each character ASCII code.


/**


 * Builds an encrypter that will rotate each character ASCII code by the given


 * number of bits.


 * @param key


 */


public Encrypter(int key) {



this.key = key;


}


/**


 * This method encrypts the given input string by rotating each ASCII character


 * code by the secret key number of bits.


 * @param input


 * @return String


 * @throws EncryptionException


 */


public String encrypt(String input) throws EncryptionException{



byte[] bytes = null;



try {




bytes = input.getBytes("ASCII");



}



catch (Exception e){




System.out.println("Exception in enc");




throw new EncryptionException();



}



int temp = 0;



int b = 0;



// Convert to byte array



// Rotate each byte in array by key bits to the right



for(int i = 0; i < bytes.length; i++){




b = bytes[i];




for(int ct = 0; ct < key; ct++){





temp = b % 2;





b = b >>> 1;





b = b + temp*(int)(Math.pow(2,BYTE_SIZE - 2));




}




bytes[i] = (byte)b;



}



// Convert byte array into string and return



String result = new String(bytes);



return (result); 


}


/**


 * This method decrypts the given input string by unrotating each ASCII character


 * code by the secret key number of bits.


 * @param input


 * @return String


 * @throws EncryptionException


 */


public String decrypt(String input) throws EncryptionException {



byte[] bytes = null ;



try {




bytes = input.getBytes("ASCII");



}



catch (Exception e){




System.out.println("Exception");




throw new EncryptionException();



}



int temp = 0;



int b = 0;



// Convert to byte array



// Rotate each byte in array by key bits to the right



for(int i = 0; i < bytes.length; i++){




b = bytes[i];




for(int ct = 0; ct < key; ct++){





if ( b >= Math.pow(2,BYTE_SIZE - 2) ){






temp = 1;





}





else {






temp = 0;





}





b = b << 1;





if ( b >= Math.pow(2, BYTE_SIZE - 1) ) {






b = b - (int)(Math.pow(2, BYTE_SIZE - 1));





}





b = b + temp;




}




bytes[i] = (byte)b;



}



// Convert byte array into string and return



String result = new String(bytes);



return (result);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import javax.swing.*;

import java.io.*;

/**

 * @author wickmr

 *

 * This class represents the main program for extracting a hidden message from

 * a bitmap file.

 */

public class GetsMain {


public static void main(String[] args) {



String inputFileName = JOptionPane.showInputDialog("Image file");



File inputFile = new File(inputFileName);



try {




StegExtracter extracter = new StegExtracter( inputFile );




System.out.println("Hidden Message:" + extracter.extractMessage() );



}



catch (SteganographicalException e){




System.out.println("Error in GetsMain.");



}


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

import java.io.*;

/**

 * @author wickmr

 *

 * This is the class that encodes the content of a text file into a BMP file.

 */

public class Steganographer {


private BitSerializer bitSerializer; // Used to change text/numbers to bit sequences.


private final static char[] IMAGE_CODE = {'B','M'}; // Type field for BMP files.


private final static int HEADER_SIZE = 14;  // Bytes


private final static int INFO_HEADER_SIZE = 40; // Bytes


private final static int COMPRESSION_CODE_SIZE = 4; // Bytes


private final static int COMPRESSION_OFFSET = 16; // Bytes


private final static int LENGTH_HEADER_SIZE = 32; // Bytes


private final static int ENCRYPTION_KEY = 5; // Arbitrary


private FileInputStream original; // The original BMP image file.


private FileOutputStream stega; // The resulting BMP image file with the encoded text message.


/**


 * Constructor.  Takes the original bmp file, the desired steg file and the text file.


 * @param bmpFile - original BMP file.


 * @param stegFile - where to store the resulting encoded BMP file.


 * @param textFile - the text file that contains the message to embed in the BMP file.


 * @throws SteganographicalException


 */


public Steganographer(File bmpFile, File stegFile, File textFile) throws SteganographicalException{



Encrypter encrypter = new Encrypter(ENCRYPTION_KEY);



try {







original = new FileInputStream(bmpFile);




stega = new FileOutputStream(stegFile);






bitSerializer = new BitSerializer( encrypter.encrypt(loadMessage(textFile)) );



}



catch (java.io.FileNotFoundException e){




System.out.println("File not found");




throw new SteganographicalImageIOException();



}



catch (EncryptionException e){




System.out.println("Encryption exception");




throw e;



}



catch (SerializationException e){




System.out.println("Serialization exception");




throw e;



}


}


/**


 * Reads the contents of the text file into a string and returns that string.


 * @param textFile - contains the message to encode


 * @return String


 * @throws SteganographicalException


 */


private String loadMessage(File textFile) throws SteganographicalException{



BufferedReader input = null;



String line = null;



String message = new String();



try {




input = new BufferedReader( new FileReader(textFile) );




while ( (line = input.readLine()) != null ){





message += line + "\n";




}



}



catch (FileNotFoundException e){




System.out.println("File not found");




throw new SteganographicalImageIOException();



}



catch (IOException e){




System.out.println("IO Exception");




throw new CorruptedFileFormatException();



}



return (message);


}


/**


 * This method performs the actual steganography on the original BMP file.


 * @throws SteganographicalException


 */


public void steganizeImage() throws SteganographicalException {



copyHeader();



copyInfoHeader();



stegCopyImage();



try {




original.close();




stega.close();



}



catch (IOException e){




System.out.println("Cannot close");




throw new SteganographicalImageIOException();



}


}


/**


 * This method copies the header section of the original BMP file to the 


 * steg file.


 * @throws SteganographicalException


 */


private void copyHeader() throws SteganographicalException {



int b;



try {




for(int i = 0; i < IMAGE_CODE.length; i++){





b = original.read();





if ( b != (byte)IMAGE_CODE[i] ){






throw new UnknownFileFormatException();





}





stega.write(b);




}




for(int i = 0; i < HEADER_SIZE - IMAGE_CODE.length; i++){





stega.write( original.read() );




}



}



catch (IOException e){




System.out.println("IO Exception.");




throw new SteganographicalImageIOException();



}


}


/**


 * This method copies the info header section of the original file to the


 * steg file.


 * @throws SteganographicalException


 */


private void copyInfoHeader() throws SteganographicalException{



int b;



int byteCount;



try {




// Copy the beginning of the info header to the output file.




for(int i =0; i < COMPRESSION_OFFSET; i++){





stega.write( original.read() );




}




// Grab the compression bytes (make sure it is not compressed)




int[] compression = new int[COMPRESSION_CODE_SIZE];




for(int i = 0; i < compression.length; i++){





compression[i] = original.read();





stega.write( compression[i] );





if ( compression[i] != 0 ){






throw new CompressedFileFormatException();





}




}




for(int i = 0; i < INFO_HEADER_SIZE - (COMPRESSION_OFFSET + COMPRESSION_CODE_SIZE); i++){





stega.write( original.read() );




}



}



catch (IOException e){




System.out.println("IO Exception.");




throw new SteganographicalImageIOException();



}


}


/**


 * This method copies the image section of the original file to the steg file.


 * It embeds the encrypted message into the steg file as well.


 * @throws SteganographicalException


 */


private void stegCopyImage() throws SteganographicalException {



int b;



BitSerializer header = new BitSerializer( bitSerializer.countBits() );



try {




long padBytes = LENGTH_HEADER_SIZE - header.countBits();




// Pad the size of the message with leading zeros




for(long i = 0; i < padBytes; i++){





stega.write( truncateLSB( original.read() ) ); 




}




// Add the size of the message as a lead




for(long i = 0; i < header.countBits(); i++){





b = truncateLSB( original.read() );





b += header.nextBit();





stega.write(b);




}




// Embed the message in the image




for(long i = 0; i < bitSerializer.countBits(); i++){





b = truncateLSB( original.read() );





b += bitSerializer.nextBit();





stega.write(b);




}




// Copy the remaining parts of the image unchanged.







while ( (b = original.read()) != -1 ){





stega.write(b);




}



}



catch (IOException e ){




System.out.println("IO Exception.");




throw new SteganographicalImageIOException();



}



catch (SteganographicalException e){




System.out.println("Steg Exception.");




throw e;



}


}


/**


 * This method truncates the least significant bit of an 8-bit byte.


 * @param b - the original byte


 * @return int


 */


private int truncateLSB(int b){



int result = b;



if ( b % 2 != 0 ){




result--;



}



return (result);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This exception occurs if any type of IO problem happens during staganography.

 */

public class SteganographicalImageIOException


extends SteganographicalException {


public SteganographicalImageIOException() {



super();


}


public SteganographicalImageIOException(String msg) {



super(msg);


}

}
package edu.uwec.cs.cs245.wickmr.stegonagraphy;

/**

 * @author wickmr

 *

 * This exception occurs if any type of IO problem happens during staganography.

 */

public class SteganographicalImageIOException


extends SteganographicalException {


public SteganographicalImageIOException() {



super();


}


public SteganographicalImageIOException(String msg) {



super(msg);


}

}
Appendix B:  Getting Started with DLLs

Getting started with the plug-in SDK

The SDK comes with a sample source file, sampledll.cpp, that contains some typical examples for DLL functions. Examine the examples carefully - it's the best way to see how to program DLL functions and access engine parameters. You can use them as a 'template' for your own DLL.

If you have updated to the most recent SDK version, you'll find the Borland file versions in the BCPP and Delphi subfolders - read the readme.txt for more information about how to create Borland and Delphi projects. We are here using VC++ .Net for our following examples. We are also assuming that you have some basic knowledge of C and C-Script. If not, read a C++ book, and read the first chapter of the C-Script tutorial before continuing here.

When you create a new project (File->New Project), VC++ offers you a choice of project templates. Don't select "MFC DLL" here - MFC is not your friend. With VC++ .Net it's the plain Win32 Project, with VC++ 6.0 the Win32 Dynamic-Link Library that you'll want to create. When the Win32 Application Wizard pops up, select DLL (.NET) or Simple DLL (6.0) in the application settings and you're done. VC++ now creates a new DLL project for you. The main cpp file will look like this:

// plug-in.cpp : Defines the entry point for the DLL application.
#include "stdafx.h"

BOOL APIENTRY DllMain( 

  HANDLE hModule,

  DWORD ul_reason_for_call,

  LPVOID lpReserved)

{

  return TRUE;

}

That's the main entry point of your DLL and you can leave that function unchanged. Copy all of the SDK files (except the Borland/Delphi subfolders of course) into the folder that is created by VC++. For compiling an engine plug-in DLL, you have to link the adll.lib (one of the files of the SDK) to the project (Project Properties -> Linker Input -> Additional Dependencies). 

Now edit your source file, define DLL_USE and include the adll.h header (see below). DLL_USE switches the adll.h header to DLL mode. You can see in the sampledll.cpp example how it should look like. 

The adll.lib contains some useful functions, like engine_getobj and engine_getscript. We'll learn about those functions later. However, the DLL has to call at least one of the library functions to make sure that the library is linked to it, and not optimized away. To make this sure, add the following call to DllMain:

#include "stdafx.h"

#define DLL_USE

#include "adll.h"

BOOL APIENTRY DllMain( 

  HANDLE hModule,

  DWORD ul_reason_for_call,

  LPVOID lpReserved)

{

  engine_bind();

  return TRUE;

}

Now you can begin to add your own functions to the DLL that can then later be called by a script, or by the renderer. To be recognized by the engine, all such functions must be of type DLLFUNC var function(...), like this:

// returns the value of x * 2n
DLLFUNC var ldexpc(var x,var n)

{

  return (_VAR(_FLOAT(x)*pow(2.0,_FLOAT(n))));

}

This example function just returns an arithmetic expression of its arguments. DLLFUNC is just a convenience shortcut for declaring DLL export functions. var is the all-purpose numeric variable type of C-Script - a long integer that can be used either as 22.10 fixed point value, or as a pointer. Both are declared in the header files together with some conversion functions:

#define DLLFUNC extern "C" __declspec(dllexport)

typedef long var; // fixed point 22.10 number format used by C-Script

inline var _VAR(int i) { return i<<10; }




// int -> var

inline var _VAR(double f) { return (var)(f*(1<<10)); }

// double -> var, overloaded

inline int _INT(var x) { return x>>10; }




// var -> int

inline float _FLOAT(var x) { return ((float)x)/(1<<10); }
// var -> float

inline char* _CHR(STRING* s) { return s->chars; }


// STRING* -> char*

The engine will expect all numbers - coordinates, variables, no matter what - in var type. So use the _VAR macro to convert any number to var before you return it to the engine, like in the example above.

Ready? Now compile your DLL - let's assume that you named it plug-in.dll - and copy it into your acknex_plug-ins folder. How can we now call our ldexpc function by a script? We have to declare the function by a dllfunction prototype in the script, or in a script header file:

dllfunction ldexpc(x,n); // declaration of a DLL function
This makes our ldexpc function known to C-Script. You can now enjoy that C-Script has gotten one extra instruction!

...

x = ldexpc(y,n); // calculates x = y * 2n
...

For debugging your DLL in VC++, set the command in Project Properties -> Debug to the engine EXE path (like "C:\program files\gstudio\bin\acknex.exe"), the command arguments to your script and command line parameters (like "mygame.wdl -wnd") and the working directory to your game directory (like "C:\program files\gstudio\mygame"). In Project Properties -> General, set the output directory and the intermediate directory to . (a period, meaning the working directory) for the engine to find the intermediate files. Then you can compile and debug your DLL by setting breakpoints as usual.

Ok, this was the basics of writing plug-in DLLs. Of course, there's a lot more to learn. The methods for exchanging data with the engine are described in the following. All DLL functions can be declared and called in scripts just like any other C-Script function..

